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Many 2FA methods in widespread use today have not been subjected to adequate usability testing. The
success and popularity of adapted security measures are largely dependent on their ease of implementation and
convenience to the user. In order to protect personal information on the web system and provide the security of
transactions carried out at a high level, in this study, we propose a two-factor authentication mechanism based
on facial recognition. The implementation of two-factor web authentication system based on facial recognition
The security of the web is a very important issue, because every day we make a variety of operations in it, for
different reasons, during the day. We conducted a two-week, between-subjects usability study of five common
2FA methods with 72 participants, collecting both quantitative and qualitative data. Primarily this has been
through the use of two-factor authentication methods. Besides, we discuss some implementation details about
the proposed method. With the purpose to damage a person's privacy and access account information and gain
profit in this way, many malicious persons have developed various methods of attacks to bypass authentication
mechanisms. An account secured with 2FA typically requires an individual to authenticate using something
they knowâ€”typically a passwordâ€”as well as something they have, such as a cell phone or hardware token.
Apart from protecting the information, contacts, accounts and data on the web, such data should be
inaccessible to third-party persons. There have been many solutions presented to users for strengthening the
security of login password-based authentication methods. Furthermore, previous 2FA usability research is
difficult to compare due to widely-varying contexts across different studies. We also conducted a
within-subjects laboratory study with 30 participants to assess the general usability of the setup procedure for
the five methods. The growing popularity and acceptance of two-factor methods are driven by the increasing
need for privacy and security in this technological age. The proposed method aims to bring a new approach to
the authentication system to perform our online process with the highest security. This paper will present an
app we created which could provide a potential method for three-factor authentication that could potentially
ensure added authentication assurances without loss of convenience. Participants generally gave high marks to
the methods studied, and many expressed an interest in using 2FA to provide more security for their sensitive
online accounts. These methods sometimes succeed on a variety of authentication mechanisms, and put users
and relevant websites into a difficult situation, and may even damage them in a variety of aspects. With
authentication, it is possible for users to protect their information and make their transactions only for
themselves. However, the authentication mechanism used at this point must have a high level of safety. The
focus of this research is to address and analyze the implications of using a three-factor authentication model
for added security in websites and mobile apps. In addition to the standard authentication systems, using face
recognition as a secondary level of security will contribute to the emergence of a new authentication
mechanism. Resources and Help Three factor authentication Abstract: Authentication, security, and
confidentiality are some of the most important topics of cyber security. Two-factor authentication is the
combination of single factor authentication mechanisms. This in turn depends on the success of the
authentication process performed on the individual web. Participants logged into a simulated banking website
nearly every day using 2FA and completed an assigned task. While a few participants experienced difficulty
setting up a hardware token and a one-time password, in general, users found the methods easy to set up.
Apart from protecting the information, contacts, accounts and data on the web, such data


